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Security Clearance

eneral standard - a clearance may be
nted only when clearly consistent with t
ests of national security (Executive

Obtaining a Clearance

Application . Investigation ’ Adjudication




Applicant Non-Selection

uitability: agency makes determination

Differences in Process

F — no polygraph, except for special age
d CIA —require polygraph

Employees

t only do employees undergo initial
ance process, but are also subject to
ic reinvestigations

ery 5 years




Security Clearance Suspensions

Clearances can be temporarily or
permanently suspended
FBI and ATF will permanently suspend/revoke
clearances when a person is terminated ;
will terminate for suitability reasons b
cessarily revoke a clearance

Security Clearance Revocation

Loss of a security clearance may result in the

termination of the employee

In agencies that require a security clearance

for every position, revocation of the clearance
an automatic termination

Revocation

13 Adjudicative Guidelines
Security concerns

Mitigating factors

Whole person concept




Guideline A :
Allegiance to the United States

Unquestioned allegiance to the United
States

No involvement, support or association
/ with espionage, treason, terrorism

No involvement in trying to overthrow
the government of the United States

Guideline B:
Foreign Influence

Foreign contacts and
interests may be a security
concern if there are divided
loyalties present and could
subject an individual to
manipulation

Guideline D:
Sexual Behavior

Sexusal behavior that involves a
criminal offense can raise questions
about an individual’s reliability and
trustworthiness

Compuisive, s iestructive behavior
that causes an individuai to be
vulnerable to coercion or exploitation
can raise questions about an
individual’s judgment




Guideline C:
Foreign Preference

n Preference - when an

dual acts in such a way as to
indicate a preference for a fareign
country over the United States

Examgples of Fareiga Praference -
foreign passport, residence in foreign
country, voting in foreign efection

Guideline E :
Personal Conduct

Personal conduct involving
guestionable judgment, lack of candor,
dishonesty or unwillingness to comply
with rules and regulations will impact
clearance de

Examples of personal conduct that
could prevent acle e - delibe
omissions, concealment , and/or
falsificat £

persannel

Guideline F: Financial
Considerations

Failure or inability to live

within one's means, y

debts and meet financial

ahligations may indicate paar
aif control and {

judgment




Guideline G:
Alcohol Consumption

Excessive alcohol
consumption often leads to
questionable judgment

Alcohol related incidents at
work or away from work

may impact the decision to
grant or revoke a clearance

Guideline H : Drug Involvement

Use of illegal drugs or misuse of
prescription drugs can raise a question
about an individual's reliability and
trustworthiness

Guideline I:
Psychological Conditions

Certain emotiona!l, menta!
and personality conditions
can impair judgment,
reliability and trustworthiness

Seeking mental health
counseling alone cannat be
the sote basis of the deniat of
a sectirity clearance




Guideline J:
Criminal Conduct

Criminatl activity creates
doubt about a person’s
judgment

Criminat activity questions
a person’s ability to
comply with laws

Guideline K:
Handling Protected Information

Ay hf Deliberate or negligent disclosure of
¢l ied or other protected
information to unauthorized persons
directly impacts an agency’s decision
to grant or revoke a clearance

Ability to safeguard classified
information is a serious concern for
agencies that require clearances

Guideline L : Outside Activities

involvement in certain types
of outside employment or
activities is a security
concern if it poses a conflict
of interest with an
individual's security
responsibilities




Guideline M:
Use of Information
Technology Systems (IT)

Noncompliance with rules,
procedures and guidelines
pertaining to IT systems
may raise security concerns

Agencies must ensure
protection of sensitive
systems and information

Before an agency denies or revok
clearance, due process entitles th
employee/contractor or applica
review within the agency

Written Statement

he right to a written statement of the
sons for the denial/revocation, the




Security Clearance Revocation
Appeals or Lack Thereof

epartment of Navy v. Egan, 108 S.Ct. 818
88) '
ourt in Egan, held that the Merit S
ion Board (MSPB), an admini
to hear appea_ls fron

Egan continued...

he Board may only decide whether cause f
nial of a clearance existed, whether the
ance was denied, and whether tran
her position not requiring a cl

: 'I_'he agency head i

§703(g) of Title VII
1989, the Commission issued guidance o
national security exemption and explail

n affirmative defense to a charge o

ust raise the affir




Post Egan

In Mata v. Federal Bureau of Investigation, 7
.3d 513 (1995), the 5t Circuit court of
eals upheld the district court's
rmination that it did not have subje
jurisdiction to consider whet
ecurity clearance had

Post Egan Cont...
Maybe there is hope after all?
all v. Department of Justice, 110 FEOR 35
09) '
EOC does not have authority to re
ance of security clearance
ve the authority to d

More Post Egan
In Wall, the complainant was retaliated
gainst after reporting a supervisor’s
rassment of a co-worker. The superviso
subjected complainant to harassm
ead lies about her which led t
eing suspended.




Agency Appeal Process
Bureau of Alcohol, Tobacco,
Firearms and Explosives

Part of Department of Justice
Preliminary decision to revoke reviewed by Security Acces

inal decision to revoke
ceives notice of determination

Agency Appeal Process
Federal Bureau of Investigation

Initial decision to revoke made by Assistant Director
of Security
nployee receives notice of determination and
ement of reasons

ee can request reconsideration and r
o Assistant Director, Security

Agency Appeal Process
Central Intelligence Agency

Applicants/Contractors

itial decision to deny clearance made by
ignated security official

45 days request to review deci ic




Agency Appeal Process
) Central Intelligence Agency

itial decision to revoke clearance is made
ector of Security based upon y
mendation from the Personnel
ion Board

s request to revie

Jurisdiction
ourts often treat security clearance decisio
ith great deference and often refuse to

iew the merits, as evidenced by the

ot have jurisdiction

Anti-Discrimination Laws

ection 703(g) of Title VII of the Civil Rights
t of 1964 serves as an affirmative defens
charge of discrimination
re the Commission is preclud
e substance of securi




Anti-Discrimination Laws
nly one case where Section 703(g) was raised.
Molerio v. FBI, 749 F.2d 815, the court upheld the FBI
usal to hire Molerio as a special agent after the FBI
rmined that Molerio could not get the necessary
ity clearance because he had relatives in Cuba
asserted that the FBI's policy regarding hi

t the FBI's security poli

Anti-Discrimination Laws

ational security requirements should be
lied equally without regard to race, se
religion or national origin.

Common cases being filed

ployee is terminated and clearances are
oked and the employee is alleging tha
| revocation process was discrimi
similarly situated employe
group retained their




Would You Revoke?

Would You Revoke?

ployee, who has no performance or other issues, co
five-year reinvestigation. S/he has previously re
financial issues, namely that s/he is in quite a
of that debt stems from the inability to p
d by a degenerative disease that is g

, and s/he just can’t kee

Would You Revoke?

ployee, who has no performance issues and is o
erformers in the group comes up for a five-
tion. S/he has previously been disciplir
. Most of the disciplinary issues s

The employee is currently




Best Practices

ild a relationship with your security offi
ntify anecdotally if offices and/or gro
ing impacted by clearance proce
ining opportunities to
understandin '

Questions?




